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Image steganalysis algorithm based on feature ranking
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Abstract: In order to enhance the detection rate of ensemble classifier, an algorithm based on feature
ranking is proposed. First, the original feature is sorted according mutual information score. Then the
sorted feature is divided into important feature part and common feature part according to the divide
point. The feature subset is formed by selecting features randomly in each part according to the given
sampling rate. Experimental results show that, our method detects two format images after
embedding nsF5 and SS-UNIWARD, the false detection is lower than classical ensemble classifier 0.
0065 to .jpeg images, and the false detection is lower than 0.0062 to .bmp images. Compared with typ-

ical ensemble classifier, the proposed method is more effective than the different stego algorithms in
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frequency domain and spatial domain.

Key words: steganalysis; ensemble classifier; feature ranking; mutual information scores
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Fig.1 Flow chart of ensemble classifiers
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